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Position:

We are looking for a highly motivated individual to join our Information Security team. The team is
responsible for overall security of information systems at eFront and their compliance with CIA principles
of information security.

Your day would include:

Providing information security expertise to assist with achievement of information systems
compliance programs (SOC2 Type 2, ISO27K)

Providing information security expertise during pre-sales, sales and post-sales activities at eFront
Proposing and implementing corporate business processes that improve overall security posture at
eFront

Performing regular security and privacy policy reviews

Maintaining knowledge of constantly changing security and privacy landscape and proposing
initiatives related to industry changes

Working with internal and external stake holders on security audits and remediation processes
Monitoring internal compliance against information security policies and standards by conducting
testing and internal control reviews and risk assessments

Maintaining awareness of external regulations for new or changed requirements within IT and
identifying industry standards from which base core IT processes (e.g. ISO27001, NIST, SSAE16,
etc.) are established

This position represents the company’s interest with customers, external and internal auditors and 3rd
party service providers

Facilitating with internal and external audits within IT, as well as periodic assessments to address
specific risks

Reviewing IT audit results with the various IT functions providing observations, recommendations and
conclusions as well as assisting in identifying and communicating control gaps and evaluating
management remediation action plans and related reporting

If you see yourself doing these activities then you probably have:

A passion for Information Security, audit and risk management

A desire to learn new skills and embrace a challenging new area

Bachelor's degree preferably in Business, Computer Science, Math or other technology related
subject

1-3 years of IT experience or software development experience

1- 3 years of Security Analyst experience desirable

Experience in related fields will be considered eg service desk or desk side support
Knowledge of regulatory standards SOC, ISO, privacy shield is desirable.

Experience with various technologies, including, networks, cloud platforms, identity and access
management and applications. Knowledge of IT audit methodologies and control frameworks.
Knowledge of Linux is a plus

Familiarity with security scanning and penetration tools is a plus

Security qualification like comptia security is a plus

Knowledge of application development is a plus



Why eFront is a place for you

Our multicultural environment is fueled by creative people who are driven to deliver. We are committed to
provide you with an opportunity to build your career, develop and improve your skills as a part of the
fastest growing FinTech industry in the world.

Find out more about eFront and our people #eFrontlife

At eFront we are an equal opportunity employer. All applicants will be considered for employment without attention to
race, color, religion, sex, sexual orientation, gender identity, national origin, nationality, age or disability status.


https://www.efront.com/
https://www.instagram.com/efrontlife/

